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Portable data storage device using multiple memory devices 
Field of the invention 

The present invention relates to portable data storage devices, and methods 
of employing the devices for storing and retrieving data written to them. 

5 Background of Invention 

During the past couple of years, there has been much interest in providing a 
data storage devices containing a flash memory and which can be connected 
to the serial bus of a computer. A leading document in this field is WO 

10 01/61692, which describes a device subsequently marketed under the trade 
mark "Thumbdrive". In one of the embodiments described in this document a 
male USB plug which is integral with a housing of the device connects directly 
to a female USB socket in a computer, so that the computer is able to transfer 
data to and from the flash memory of the portable storage device under the 

15 control of a USB controller. Various improvements have been proposed to this 
device. For example, WO03/003282 discloses that the device may be 
provided with a fingerprint sensor, and that access to data stored within the 
device is only allowed in the case that the fingerprint sensor verifies the 
identity of a user by comparing the user's scanned fingerprint to pre-stored 

20 data. The disclosure of both of these documents is incorporated herein by 
reference. 

The structure of such a portable storage device may be as shown in Fig. 1 - 
The portable storage device Is within a housing labelled 1. It includes a USB 
25 controller 2 which controls a USB interface 3 (i.e. the USB plug) which 

directly connects to the serial bus 4 (i.e. the USB socket) of a host computer 
5. Data transferred to the USB interface 3 from the host computer 5 passes 
through the USB controller 2 to a master control unit 7. Data packets have 
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sizes which are a multiple of 512 bytes. The master control unit 7 passes 
these data packets via an 8-blt bus 8 to a NAND flash memory 9. The master 
control unit 7 controls the NAND flash memory 9 by control signals which are 
passed by one or more lines show schematically as 6. Typically these lines 6 
5 include a line which carries a "command latch enable" (CLE) signal indicating 
that a command (such as a WRITE enable signal or a READ enable 
command) is, or will shortly be, written to the flash memory 9 using the bus 8, 
a line which carries an address latch enable (ALE) signal which indicates that 
the bus is presently, or will shori:ly, transmit to the flash memory 9 via the bus 

10 8 physical address data indicating a location within the memory 9, and a line 
which send a chip ENABLE signal which has to tal<e a certain value for the 
flash memory to operate at all. The NAND flash memory 9 is configured to 
store 512 byte sections of data in respective "windows", each of which also 
contains a sector (e.g. of 10 bytes) which stores data verifying the correct 

15 storage (i.e. the sector operates rather like a check-bit). When data is 

transferred out of the device, it passes in 512 byte packets from the NAND 
flash memory 9, through the 8-bit bus 8, to the master control unit 7. The 
master control unit 7 sends the 512 byte packets to the USB controller 2, 
which sends them out of the device 1 through the USB interface 3 to the host 

20 5. 

Fig. 2 shows a second possible form of the known memory device. Elements 
having the same meaning as in Fig. 1 are labelled by the same reference 
numerals. In contrast to the device of Fig. 1 , the device of Fig. 2 includes a 

25 second NAND flash memory unit 1 9 which is connected to the same bus 8. 
The master control unit controls the second memory 19 using a set of control 
lines 16. In practice, some of the pins of the master control unit 7 which send 
control signals may be connected both to one of the lines 6 and to one of the 
lines 1 6, so that that pin sends the same control signals to both of the 

30 memories 9, 19 at the same time, but at least the chip ENABLE signal is not 
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sent to both of the memories simultaneously. Specifically, when the master 
control unit is to write data to memory, it enables only one of the memories 9, 
19 by sending it the chip ENABLE signal. While the chip enable signal is 
being sent to that memory, it first sends the CLE signal to the memory via an 

5 appropriate one of the lines 6, and simultaneously sends a WRITE enable 
command (a chip opcode) on the bus 8. Subsequently, while the chip enable 
signal is still being sent to that memory, it sends an ALE signal via an 
appropriate one of the lines 6 and simultaneously sends the address data via 
the bus 8. Then, while the chip ENABLE signal is still being sent to that 

10 memory, the master control units uses the bus 8 to send to the memory the 
data to be stored there.. Only the memory 9, 19 which is enabled by the chip 
ENABLE signal stores the data in the location indicated by the address data, 
even though both chips receive the data to be stored, and optionally may 
receive also the CLE and ALE signals. 

15 

Similariy, when the memory control unit is to read data, it enables only one of 
the memories 9, 19 by using the corresponding one of the lines 6 or lines 16 
to send it the chip ENABLE signal. While the chip ENABLE signal is being 
sent, the master control unit uses one of the lines 6 or lines 16 to send that 

20 memory the CLE signal and simultaneously uses the bus 8 to send that 
memory a READ enable command (i.e. a READ opcode) using the bus 8. 
Subsequently, when the chip ENABLE signal is being sent, the master control 
unit uses the appropriate one of the lines 6 or lines 16 to send that memory 
the ALE signal and simultaneously sends that memory the address data using 

25 the bus 8. The flash memory 19 in response writes the data to the bus 8. 

The term "read instruction" is used in this document to mean data sent by the 
IVIGU to a memory device at the same time as a chip ENABLE signal which 
causes the memory device to transmit data. Thus, as described above, the 
30 "read instruction" is first the CLE control signal sent on a control line, and a 
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simultaneous read enable command sent on a bus; and then a ALE control 
signal sent on a control line and simultaneous address data sent on a bus. 

The term "write instruction" is used in this document to mean data sent by the 
5 MCU to a memory device at the same time as a chip ENABLE signal which 
configures the memory device to receive and store data. Thus, as described 
above, the "write instruction" is first the CLE control signal sent on a control 
line, and a simultaneously a write enable command sent on a bus; and then 
the ALE control signal sent on a control line, and simultaneously address data 
10 sent on a bus. 

The commercialised versions of the devices 1 described above employ the 
USB1.1 standard, in which the data transfer rate is limited to 15Mbits/s (i.e. 
1 .2Mbytes/s), but the industry is moving to instead use the USB2.0 standard, 
15 in which the data transfer rate is 480Mbits/s (i.e. 40Mbytes/s). These newer 
devices use the read/write techniques described above. 

Summarv of the Invention 

The present invention aims to provide a new and useful portable data storage 
20 device, and in particular one having a higher data transfer rate than the known 
devices described above. 

The present inventors have realised that, when a faster communication 
standard than USB1.0 is adopted, then the bottleneck for data transfer (i.e. 
the limit on the bandwidth) may move from the USB interface to other places 
25 in the data storage device. In particular, the bottleneck may be the 8-bit bus 
connection to the NAND flash memory unit. 
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One way of addressing this problem would be to implement the memory as a 
2 chip set, in which data is written simultaneously to two NAND flash memory 
units through a 16-bit bus. However, this solution is complex. 

In general terms, the present invention proposes that the MCU transfers data 
5 simultaneously to and from two or more NAND flash memory devices through 
parallel bus paths, which are enabled to operate at the same time. 

In typical embodiments, the one or more (preferably all) pins of the master 
control unit which send control signals are each coupled to two conductive 
paths leading respectively to the two memory devices. 

10 This means that each of the memory devices will receive the same amount of 
data. For example, if there are two memory devices, each will receive half the 
data which is transmitted for storage. 

Specifically, a first expression of the invention proposes a portable data 
storage device including: 

15 a data interface for transferring data into and out of the device, 

an interface controller, 

a master control unit, and 

at least two NAND flash memory units connected to transfer data to 
and from the master control unit via respective buses, 

20 the interface controller being arranged to send data received through 

the interface to the master control unit, and 

the master control unit being arranged: 



to partition data received from the Interface controller into data 
portions; 
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to transmit different ones of the data portions to each of the NAND 
flash memory units simultaneously using the respective data buses; and 

to control the NAND flash memory units using control signals which are 
sent to both the NAND flash memory units, the memory control device 
5 transmitting at least chip ENABLE signals to both the NAND flash memory 
units while transmitting the data portions using the buses. 

Preferably all the control signals sent to the NAND flash memory units are 
identical. Indeed, they are preferably issued by the same pins of the master 
control unit, with each of those pins being connected to respective control 
10 signal inputs of both of the NAND flash memory units. 

The interface is preferably a USB interface, more preferably USB2,0 or above. 
However, the invention is not limited in this respect and the interface may be 
any other type of interface, such as a Firewire interface (e.g. a Firewire plug). 

Brief Description of The Figures 

15 Preferred features of the invention will now be described, for the sake of 
illustration only, with reference to the following figures in which: 

Fig. 1 shows a first configuration of a known portable data storage 
device; 

Fig. 2 shows a second configuration of a known portable data storage 
20 device; 

Fig. 3 shows the configuration of a portable data storage device which 
is an embodiment of the invention; and 

Fig. 4 and Fig. 5 are flow diagrams of the operations of the 
embodiment of Fig. 3. 

25 

Detailed Description of the embodiments 
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Referring to Fig. 3, the structure of a portable data storage device which is an 
embodiment of the invention is shown. Elennents of the embodiment 
corresponding to the known devices of Figs. 1 and 2 are indicated by the 
same respective reference numerals, 

5 

As in the known devices of Figs. 1 and 2, the data storage device of Fig. 3 
includes a housing 1 containing a USB interface 3 for connection to a USB 
interface 4 of a host computer 5, Typically, the USB interface 3 is a male USB 
plug directly plugged in to a USB interface 4 which is a USB socket. However, 
10 in other possible embodiments a cable may be provided between the 

interfaces 3, 4. Furthermore, the USB interfaces 3, 4 of the embodiment of 
Fig. 3 may be replaced by other data interfaces, such as Firewire interfaces. 

The USB interface 3 is controlled by a USB controller 2. Preferably, the USB 
15 controller 2 and the interfaces 3, 4 operate according to a USB standard with 
a data transfer rate of at least 480Mbits/s, such as USB2.0. Preferably, the 
portable data storage device is powered by power drawn from the host 
through the interfaces 3, 4. 

20 The USB controller 2 passes data received from the interface 3 to a master 
control unit (MCU) 7, which is typically Implemented by a single integrated 
circuit package having electrical contacts referred to here as pins. The master 
control unit (MCU) 7 outputs the data via a 16 output pins. Eight of the output 
pins are connected to a first 8-bit bus 8, and eight of the output pins are 

25 connected to a second 8-bit bus 18. The buses 8, 18 are connected 
respectively to two 8-bit NAND flash memory devices 9, 19. 

The MCU 7 controls the memory devices 9, 19 via control lines 6 connected 
to control signal input pins of the NAND memory device 9, and control lines 16 
30 connected to the control signal input pins of the NAND memory device 19. 
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The MCU has a number of pins 1 1 which emit control signals (such as the 
ALE control signal, the chip ENABLE control signal, and the CLE control 
signal) and each of those pins is connected to a respective one of the lines 6 
and to a respective one of the lines 16. Thus, the MCU transmits the same 
5 control signals simultaneously to the two memories 9, 1 9. 

The USB controller 2 typically passes any data received through the interface 
3 to the MCU 7 in packets of size 512 bytes. The MCU 7 divides this data into 
data packet portions of size 256 bytes. To begin with, the control signal pins 

10 11 of the MCU 7 transmit simultaneously the CLE and chip ENABLE control 
signals to both of the memories, and simultaneously uses both the buses 8, 
18 to send the WRITE enable commands (i.e. the WRITE opcode) to both the 
memories 9, 19. Subsequently, the MCU 7 transmits the chip ENABLE control 
signal and the ALE control signal to the two memories 9, 19 simultaneously, 

15 and (normally at the same time) transmits to the two memories 9, 1 9 using the 
buses 8, 18 the respective physical addresses in the memories 9, 19 to which 
the data should be written. Following that, and while the MCU 7 is still sending 
the chip ENABLE control signal to both memories 9, 19, the MCU 7uses the 
buses 8, 18 to transmit the data packet portions which are to be written to that 

20 address in the respective memories 9. 91. 

Preferably, each word in the packet the MCU 7 receives from the USB 
controller 2 is split into two bytes, which are then simultaneously transmitted 

25 to the two respective memory devices 9, 19 via the respective buses 8, 18. 
The two bytes are preferably stored in the respective memory devices 9, 19 at 
corresponding addresses. This occurs because both of the memory devices 
are preferably sent the same address data from the MCU 7 via the buses 8, 
18 at a time when the ALE signal has configured the memories 9, 19 to 

30 recognise that address data. Note however that the physical addresses may 
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be different, e.g. such that they are part of the same "row" of the memories (in 
flash terminology a "row" (or "block") is a set of "pages", such that in 
conventional flash devices all the pages of a given row have to be erased 
together; thus, a physical address in the memory is conventionally encoded 
5 as a number Indicating a row, followed by an number indicating the "offset", 
i.e. a particular one of the pages within that row) but at the same "offset" 
location within the rows. This scheme has the advantage of simplicity. 
However, in other embodiments, the 512 bytes may be divided in other ways. 

10 When it is desired to extract data from the portable storage device (e.g. in 

response to a control signal input into the portable storage device through the 
interface 3), the MCU 7 uses the appropriate one of the control signal lines 6 
and the appropriate one of the control signal lines 16 to send the chip 
ENABLE control signals to both the memories, simultaneously uses the 

15 appropriate one of the control signal lines 6 and the appropriate one of the 
control signal lines 16 to send the CLE control signals to both the memories, 
and simultaneously uses the bus 8 to send the READ enable command (i.e. 
READ opcode) to both the two memories. Subsequently, and while the chip 
ENABLE code is still being sent to the two memories, the MCU 7 uses the 

20 appropriate one of the control signal lines 6 and the appropriate one of the 
control signal lines 16 to send the ALE control signal to both the memories 9, 
19, and simultaneously uses the bus 8 to send address data to both the two 
memories. In response, and while still receiving the chip ENABLE control 
signals, the memories 9, 19 transmit the corresponding data to the 

25 corresponding bus 8, 18, Thus, the MCU receives 16 bits of data at each 

clock cycle. It transmits this data via the USB controller 2 to the USB interface 
3, which transmits it on to the Interface 4. 

The process for storing data in the device of Fig. 3 is shown in Fig. 4. In step 
30 1, the interfaces 3, 4 receive a data packet, which is transmitted from them to 
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the interface controller, and then to the master control unit 7. In step 2, the 
master control unit 7 partitions the data packets received from the interface 
controller word-by-word, into data packet portions which each contain a single 
byte of data to be stored. In step 3 the master control unit 7 transmits the chip 
5 ENABLE control signal and simultaneously a WRITE instruction (i.e. firstly the 
CLE control signal and simultaneously the write enable command; then the 
ALE control signal and simultaneously the address data) to both the memory 
devices 9, 19. In step 4, while the chip ENABLE control signal Is still being 
sent, it transmits different ones of the data packet portions simultaneously to 
10 each of the NAND flash memory units 9, 19 simultaneously through different 
respective buses 8, 18, and in step 5 the respective flash memory units 9, 19 
store the data packet portions. 

The process of retrieving data from the portable data storage device of Fig. 3 
is shown in Fig. 5. In step 1 1 the master control unit 7 (in response to an 

15 instruction received from outside the device) transmits the chip ENABLE 
control signal and simultaneously a read instruction (i,e. firstly the CLE control 
signal and simultaneously the read enable command; then the ALE control 
signal and simultaneously the address data) simultaneously to the flash 
memory units 9, 19. In step 12, while the chip ENABLE control signal is still 

20 being sent, the flash memory units in response to the read instructions 
transmit simultaneously the data to the master control unit 7 through the 
respective buses 8, 18. In step 13 the master control unit 7 combines the 
respective bytes of data received from the flash memory units 9, 19 into words 
which are formed into data packets and transmits the data packets to the 

25 interface controller 2. In step 14, the interface controller sends the data 
packets through the interface 3 out of the device. 

Note that step 3 and step 1 1 are each performed by the following 6 sub-steps: 
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a) Enable both memory chips 9, 19 (both memory chips are kept enabled 
through out the writing). 

b) send both chips the command latch enable command ( a control signal) 

c) send the command opcode though the data bus 8, and the opcode will be 
5 interpreted by the memory chips 9, 19 as a command. 

d) Disable command latch enable to both chips. 

e) Enable the address latch enable command ( a control signal) 

f) send the address opcode through data bus, and the opcode will be 
interpreted by the memory chips 9, 19 as an address 

10 g) Disable the address latch enable command. 

It should be understood that the processes of Figs. 4 and 5 are generally 
performed on the fly, on a word-by-word basis. In other words, Figs. 4 and 5 
show the processing of a single word. Thus, for example, while the device is 
performing step 2 in respect of a certain word, the interface 3 may be 

15 performing step 1 in respect of a subsequent word. 

Alternatively, although less preferably, in other embodiments of the invention 
steps of Figs. 4 and 5 may be performed in respect of complete data packets. 
Thus, in the case of Fig. 4, a complete data packet may be received by in the 
MCU and stored in a data cache, before the MCU begins to partition it, and 
20 send the portions to the memory devices 9, 1 9. 

We have determined that the embodiment can write data to the memory at a 
rate of 15Mbytes/s, and to read data at the rate of 20Mbytes/s. This Is both 
simpler and faster than an alternative arrangement in which the MCU writes 
data alternately to two memory devices. 

25 

Note that the above description may in practice be complicated by the 
requirements of NAND flash memory devices. For example, as mentioned 
above, the windows of a conventional NAND flash memory device can be 
thought of as a two dimensional array of windows, and only entire rows of the 
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memory can be erased at once. Thus, when, in the known device of Figs 1 
and 2 it is desired to erase some but not all of the boxes in a row (to free them 
for other data to be written to them) of memory device 9, the MCU 7 must take 
action to ensure that the data in the boxes which are not to be erased is 
5 preserved. There are several strategies for this. One possibility is for the MCU 
7 to instruct the memory device 9 to write the data to which is to be preserved 
to be copied to the bus 8, and for the MCU 7 to store it in a cache. Then the 
row of the memory device 9 can be erased, and the data written back from the 
cache to the memory device. Another possibility if for the MCU 7 to instruct 
10 the memory device 9 to copy the data from the row which is to be erased to 
another row of the memory device 9. 

Both of these possibilities have analogues in the embodiment of Fig. 3 also. 
In particular, the MCU 7 will typically be arranged to erase respective 

15 complete rows of both the memory devices 9, 19 simultaneously, and will be 
arranged to communicate with the memory devices 9, 19 to ensure that any 
data in those rows which is not to be deleted is stored elsewhere before the 
deletion occurs. Since, as mentioned above, preferably each individual byte 
received by the MCU 7 from the USB controller 9 is divided between the two 

20 memory devices 9, 19 and the two portions are stored in corresponding 

memory addresses in the two memory devices 9, 19, it will generally be the 
case that the data in the respective rows of the respective devices which is to 
be preserved will be in identical positions within the rows of the respective 
memory devices 9, 19. Thus, the MCU may preserve the data by sending 

25 identical control signals to the two memory devices 9, 19. 

A first possibility is for those control signals to instruct the memory devices 9, 
19 to transfer any data in those rows which is not to be erased to the buses 8, 
18, so that the MCU 7 can receive this data and store it within a RAM (e.g. an 
30 internal RAM of the MCU 7 which acts as a data cache). Then, it may send 
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the control signals necessary to the memory devices 9, 19 for the respective 
rows to be erased. Then, it may transmit the data back from the RAM 
simultaneously to the memory devices 9, 19 via the respective data buses 8, 
18, to be re-written into the memory devices 9, 19. The MCU 7 sends ALE 
5 signals through the lines 6, 16 and addresses through the buses 8, 18 to 
indicate the location in the memory devices 9, 19 where the data should be 
stored (possibly at a different memory location from that at which it was 
originally stored). 

10 Alternatively (i.e. in alternative embodiments of the invention, or in different 
modes of operation of the same embodiment), the MCU may preserve some 
data in a row which is to be erased by using the lines 6, 16 to send identical 
instructions to the memory devices 9, 19 to copy (or move) that data to other 
rows. When this has been done, the MCU uses the lines 6, 16 to send an 

15 identical instruction to each of the memory devices 9, 19 which causes them 
to erase the data. 



Although only a single embodiment of the invention has been disclosed here, 
many variations are possible within the scope of the invention as will be clear 
20 to a skilled reader. For example, the number of NAND flash memory devices 
is not limited to two, and may be any higher number. Furthermore, although it 
is preferred that the USB standard employed by the USB controller is version 
USB2.0, the present invention may be implemented with any versions of the 
USB standard which are introduced In the future. 

25 Also it should be noted that embodiments of the invention may have many 
features which are not shown explicitly here, but which are known in other 
publicly-available portable data storage devices, such as password protection, 
access controlled by biometric verification, such as fingerprint verification, etc. 
The implementation of such features will be clear to one skilled in the art. 



